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ABSTRACT: Mobile nodes in secured environments such as a battlefield or a hostile region are likely to suffer from 

intermittent network connectivity and frequent partitions. Disruption-tolerant network (DTN) technologies are 

becoming successful solutions that allow wireless devices carried by individuals to communicate with each other and 

access the confidential information or command reliably by exploiting external storage nodes. The concept of attribute-

based encryption (ABE)  is a promising approach that fulfils the requirements for secure data retrieval in DTNs. Cipher 

text-policy attribute-based encryption (CP-ABE) is a promising cryptographic solution to the access control issues. 

Data can be easily hacked by third person if they  have the key credentials with them. To overcome the drawback of 

existing system we planned to proposed a system where data will be transferred securely in DTN from one end to other 

end with respect to parameters like geo-location, valid timestamp and  ip-address. 
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I. INTRODUCTION 

 

Disruption Tolerant Networks utilize the mobility of nodes. The nodes can move anywhere at any time. Due to the 

intermittent connectivity it is very difficult to maintain end-to-end connections.[12] An end-to-end path between a 

source and a destination pair may not always exist where the links between intermediate nodes may be opportunistic, 

predictably connectable, or periodically connected. To allow nodes to communicate with each other in these extreme 

networking environments, recently the research community has proposed a new architecture called the disruption 

tolerant network (DTN). Several DTN routing schemes  have been proposed[1,2]. Typically, the source node‟s message 

may need to wait in the intermediate nodes for substantial amount of time when there is no connection to the final 

destination. After the connection is eventually established, the message is delivered to the destination node. 

 

Roy [13] and Chuah [5] introduced storage nodes in DTNs where data is stored or replicated such that only authorized  

mobile nodes can access the necessary information quickly and efficiently. Many military applications require 

increased protection of confidential data including access control methods that are cryptographically enforced [14]. A 

DTN is a network of smaller networks. It is an overlay on top of special-purpose networks, including the Internet [5]. 

DTNs accommodate the mobility and limited power of evolving wireless communication devices. DTNs overcome the 

problems associated with intermittent connectivity, long or variable delay, asymmetric data rates, and high error rates 

by using store-and forward message switching. 

 

Attribute-based encryption (ABE) is a promising approach that fulfils the requirements for secure data retrieval in 

DTNs. Especially, Cipher text-Policy ABE (CP-ABE) provides a scalable way of encrypting data such that the 

encryptor defines the attribute set that the decryptor needs to possess in order to decrypt the cipher text [14]. As an 

example, in a battlefield DTN, a storage node may have some confidential information which should be accessed only 

by a member of „Battalion 6‟ or a participant in „Mission 3‟. Several current solutions [15,16] follow the traditional 

cryptographic-based approach where the contents are encrypted before being stored in storage nodes, and the 

decryption keys are distributed only to authorized users. In such approaches, flexibility and granularity of content 

access control relies heavily on the underlying cryptographic primitives being used. It is hard to balance between the 

complexity of key management and the granularity of access control using any solutions that are based on the 
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conventional pair wise key or group key primitives. Thus, we still need to design a scalable solution that can provide 

fine-grain access control. 

 

CP-ABE based encryption scheme that provides fine-grained access control. In a CP-ABE scheme, each user is 

associated with a set of attributes based on which the user‟s private key is generated. Contents are encrypted under an 

access policy such that only those users whose attributes match the access policy are able to decrypt [9]. The aim is to 

secure data in DTN. Data can be easily hacked by third person if they have the key credentials with them so our 

proposed approach is to overcome the drawback of existing system we planned to proposed the system where data will 

be transferred securely in DTN from one end to other end with respect to parameters   geo-location, valid timestamp 

and ipaddress.With the help of CP-ABE scheme we propose a system such that data should be secure in DTN.             

A CP-ABE scheme consists of the following four algorithms:[3,13] 

 

1. Setup: This is a randomized algorithm that takes a security parameter as input, and outputs the public parameters PK 

and a master key MK. PK is used for encryption and MK is used to generate user secret keys and is known only to the 

central authority. 

2. Encryption: This is a randomized algorithm that takes as input a message M, an access structure T, and the public 

parameters PK. It outputs the cipher text CT. 

3. KenGen: This is a randomized algorithm that takes as input the set of a user (say X)‟s attributes SX, the master key 

MK and outputs a secret key SK that identifies with SX. 

4. Decryption: This algorithm takes as input the cipher text CT, a secret key SK for an attribute set SX. If SX satisfies 

the access structure embedded in CT, it will return the original message. 

 

II. RELATED WORK 

 
In paper [1] author introduces how a content-based information retrieval system can be designed for DTNs. There are 

three important design issues, namely (a) how should data be replicated and stored at multiple nodes, (b) how should a 

query be disseminated in sparsely connected networks, (c) how should a query response be routed back to the querying 

node. In  paper [2] author introduces  in a distributed system  the user can access the data if user can posses a certain set 

of attributes,sometimes the server can trusted so that time the data cannot be stored securely. Cipher text-policy-ABE 

control the complex structure on the encrypted data and store in securely. They secure the data against collusion 

attacks. In paper [3] author introduces routing messages are intermittent connected nodes but routing in such 

environment are difficult because peers have little information in a partition network and transfer opportunities of peers 

in lower duration.MaxProp, a protocol for effective routing of DTN messages. MaxProp is based on prioritizing both 

the schedule of packets transmitted to other peers and the schedule of packets to be dropped. MaxProp on simulated 

topologies and show it performs well in a wide variety of DTN environments. In  paper [4] author introduces traditional 

ad hoc routing protocol do not work in a intermittently connections so that the path cannot exist in the network.  Store 

and forward approach is proposed for DTN.With the help of this message ferrying. So we assume a special node for 

ferrying the messages. We design a node density based routing that allows regular nodes to volunteer to be message 

ferries when there are very few  nodes  around  them ensure the feasibility of continued communication. In  paper[5] 

author introduces that the attribute based encryption for secure the data, in this paper proposed  that the multiauthority 

attribute based encryption system. A party can simply act as an ABE authority by creating a public key and issuing 

private keys to different users that react their attributes. In paper[6] author introduces traditional attribute architectures 

and cryptosystems are ill-equipped to provide security in the face of diverse access requirements and environments. In 

this paper, we introduce a novel secure information management architecture based on emerging attribute-based 

encryption (ABE) primitives. In  paper [7] author introduces disruption tolerant network is a different type of wireless 

network. It is a intermittently connected mobile network. It also has a limitation in network resources. The DTN allows 

transmission only if it is in the transmission range. Because of this limitation there is a chance of dropping the received 

packets by the selfish or malicious nodes. Finally this leads to attacks. Many approaches are proposed to solve the 

problems which are occurred in DTN so that a survey is proposed by referring some approaches that are used to 

overcome different problems in the Disruption Tolerant Network. 
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EXISTING SYSTEM: 

 

The concept of attribute-based encryption (ABE) is a promising approach that fulfils the requirements for secure data 

retrieval in DTNs. ABE features a mechanism that enables an access control over encrypted data using access policies 

and ascribed attributes among private keys and ciphertext,the problem of applying the ABE to DTNs introduces several 

security and privacy challenges. Since some users may change their associated attributes at some point (for example, 

moving their region), or some private keys might be compromised, key revocation (or update) for each attribute is 

necessary in order to make systems secure.[17] This implies that revocation of any attribute or any single user in an 

attribute group would affect the other users in the group. For example, if a user joins or leaves an attribute group, the 

associated attribute key should be changed and redistributed to all the other members in the same group for backward 

or forward secrecy. It may result in bottleneck during rekeying procedure, or security degradation due to the windows 

of vulnerability if the previous attribute key is not updated immediately. 

III. PROPOSED WORK 

 

Data can be easily hacked by third person if they have the key credentials with them. To overcome the drawback of 

existing system we planned to proposed the system where data will be transferred securely in DTN from one end to 

other end with respect to parameters geo-location, valid timestamp and ipaddress. 

PROPOSED ARCHITECTURE: 

 

 

 

 

 

 

 

 

 

 

 

  

Fig. Shows the proposed architecture of  DTN 

The description of module are as follows: 

 

1. Key Authorities :  

They are key generation centres that generate public/secret parameters for CP-ABE. The key authorities consist of a 

central authority and multiple local authorities. We assume that there are secure and reliable communication channels 

between a central authority and each local authority during the initial key setup and generation phase. Each local 

authority manages different attributes and issues corresponding attribute keys to users. They grant differential access 

rights to individual users based on the users‟ attributes. The key authorities are assumed to be honest-but-curious. That 

is, they will honestly execute the assigned tasks in the system, however they would like to learn information of 

encrypted contents as much as possible. 
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2. Storage node :  

This is an entity that stores data from senders and provide corresponding access to users. It may be mobile or static 

[17]. Similar to the previous schemes, we also assume the storage node to be semi-trusted, that is honest-but-curious. 

3. Sender :  

This is an entity who owns confidential messages or data (e.g., a commander) and wishes to store them into the external 

data storage node for ease of sharing or for reliable delivery to users in the extreme networking environments. A sender 

is responsible for defining (attribute based) access policy and enforcing it on its own data by encrypting the data under 

the policy before storing it to the storage node. 

4. User :  
 

This is a mobile node who wants to access the data stored at the storage node (e.g., a soldier). If a user possesses a set 

of attributes satisfying the access policy of the encrypted data defined by the sender, and is not revoked in any of the 

attributes, then he will be able to decrypt the cipher text and obtain the data.  

IV. RESULTS 

It is expected that the proposed approach should be secure the confidential data and transferred securely from a source 

node to a destination node with respect to parameters like geo-location, valid timestamp and  ip-address. 

 

V. CONCLUSION AND FUTURE WORK 

Our project is not a unique one but DTN concept is very useful for securing the confidential data from sender to 

receiver and it is used in many applications such as military application, commercial application, scientific application 

etc.The future work is how to construct a cipher text policy attribute-based encryption scheme which would have 

both:the flexible delegation and attribute revocation properties, without involving a Mediator in the system 

Architecture.  
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